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Accellion Secure File Transfer Solution

Accellion provides enterprises with a
cost-effective, secure file transfer
solution that protects confidential
information and ensures compliance.

Accellion Secure File Transfer enables users to quickly, easily and
securely send files/folders up to 100GB to internal and external
recipients to ensure enterprise data security and compliance. The
enterprise solution offers comprehensive file tracking and reporting
required to meet industry and government regulations including SOX,
HIPAA, and FDA.

With most corporations limiting file size attachments, Accellion Secure
File Transfer offloads file transfer from email, increasing email
performance, reducing email storage, and eliminating the need to use
unsecure Dropbox like work-arounds. Also, with plug-ins for MS
Outlook, Lotus Notes, SharePoint and iManage, Accellion Secure File
Transfer provides easy to use and easy to manage file delivery, tracking
and reporting across Enterprise applications.

Enterprise Solution

Accellion Secure File Transfer is a highly flexible and scalable solution
for single and multi-site deployments and is designed to integrate into
an existing enterprise network infrastructure, rather than duplicate
existing systems. The Accellion solution includes robust features that
enable the secure sending and receiving of large files and folders—up
to 100GB in size.

Flexible Configuration

Accellion Secure File Transfer can be implemented using multiple
deployment options. Accellion works closely with its customers to
determine the appropriate configuration, including integration of public,
private, or hybrid cloud; FIPS 140-2 certified deployments; and
implementation of failover, redundancy and backup recovery.

User Features

Secure Delivery of Files and Folders

Users can securely send folders and file folders up to 100GB in size to
internal and external recipients.

KEY BENEFITS

= On-demand and automated secure file transfer capability for
users

= Send files and folders up to 100GB in size

= Increase data security

= Achieve compliance with SOX, HIPAA, FDA
= |Implement audit trail for files

= Offload files from email server for improved performance and
reduced storage

= Eliminate FTP support
= Reduce IT support
= Automate file transfer management

= QObtain return receipt for file transfers

Web Interface — Multi-language

The Accellion Secure File Transfer web interface is easy to use and is
available in multiple languages, including: Japanese, Portuguese,
Chinese, Korean, French, Spanish, German and Italian. The solution
supports both traditional and simplified Chinese double byte characters.
The interface can be customized for company-specific branding.

Application Plug-ins

Accellion offers plug-ins for Microsoft Outlook and Lotus Notes email
clients, Microsoft SharePoint and OCS applications and Autonomy
iManage, enabling users to transfer large and confidential files directly
from these enterprise applications.

IT Features
IT Administrator Support

A web-based administrative console enables quick set-up and access to
system performance and usage reports for tracking, forecasting,
allocation, recovery and management of storage and bandwidth costs.
Accellion supports multiple administrators.

Appliance Management

Accellion Secure File Transfer incorporates operating system and
software to minimize the IT management footprint. Accellion supports
multi-site installations with multiple, interconnected Accellion
appliances, and also single-site deployments.
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LDAP/AD Integration

Accellion integrates with LDAP and Microsoft Active Directory for
authentication and to minimize setup efforts. Accellion supports multiple
LDAP/AD integrations.

SAML Integration
Accellion integrates with SAML servers, allowing users to automatically
sign in to Accellion when they login at their desktops.

Enterprise Storage

Accellion supports file life cycle management following corporate
retention policies. Multiple file copies can be identified and removed
based on set demand levels or time periods and can be moved to long
term storage as required.

Improved Infrastructure Performance
File transfers minimize email size and improve email performance.
Equipment and Geographic Redundancy

Accellion offers local equipment clustering and remote failover that
utilizes Accellion’s patent-pending file replication technologies.

Security Features
End-to-end File Security

Files are uploaded, stored, and downloaded through secure links.
Recipients are authenticated, ensuring only the intended recipients can
access files.

Auditable File Tracking and Reporting

Accellion provides auditable records on all files sent and received.
Reports can be summarized by individual recipient, file name, time, and
date.

DLP Integration for Content Monitoring and Filtering

Accellion supports integration with DLP systems for content-aware data
leak prevention through DLP modules.

Email Archiving

Accellion supports integration with email archiving systems through the
Accellion Archival Satellite.

Automation Features

The Accellion Automation Suite enables scheduled and pre-scripted
automated file transfers.

Automated Upload/Download

The Accellion Automation Agent can upload and download files based
on designated data location or path. In continuous scan mode, the
Accellion Automation Agent will keep scanning a specified folder for
new files to upload or download. The Accellion Automation Agent will
automatically notify users of any upload or download activity.

KEY FEATURES
Standard Features
= Flexible and scalable deployment options
e Public, private and hybrid cloud, FIPS 140-2
= File transfer via secure links
= Web interface with multi-language support
= Email plug-in for MS Outlook and Lotus Notes
= Auditable file tracking and reporting
= Web-based IT admin console
= LDAP/AD integration
= Single sign-on with SAML
= Custom envelopes for meta-data capture
= Anti-Virus protection
Enterprise Features
= Plug-ins for Microsoft SharePoint and OCS
= Plug-in for Autonomy iManage
= Automated file transfer
= DLP integration for content monitoring and filtering
= Archival integration
= Automation agents
= SMTP

Business Application Integration

The Accellion SMTP Satellite enables automated Accellion file transfer
from business applications such as SAP, Oracle etc. and multi-function
devices (MFDs) to offload large file delivery from email and increase
data security.

The Accellion SFTP Satellite enables integration of automated SFTP file
transfers enabling elimination of standalone SFTP servers and
consolidation of file transfer tracking and reporting for heightened data
security and compliance.

Accellion Plug-ins

Accellion Plug-ins enable Accellion Secure File Transfer to be
embedded into an organization’s existing business applications.
Accellion Secure File Transfer Plug-ins are available for the Microsoft
Business Productivity Infrastructure (BPI) suite, Autonomy iManage
WorkSite and Lotus Notes.

e  SharePoint Plug-in
e  OCSPlug-in

. Outlook Plug-in

. iManage Plug-in

. Lotus Notes Plug-in
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