Accellion kiteworks Platform Overview
Protect your sensitive assets as you share them with
the outside world

Key Features
Security
• Hardened VM Appliance
• 100% on-prem, hybrid, cloud
• AES256 encryption, TLS 1.2
• Own Your Encryption Key
• Embedded AV
• Role-based permissions
• Enterprise security integrations:
• AD, DLP, SIEM, 2FA, ATP…

Governance
• Compliance controls and audit
including: HIPAA, FIPS, GDPR,
FedRAMP…
• Granular policy controls

Ease of Use

• Outlook Plug-in
• Intuitive Web App
• Office 365 seamless integration
• Office Mobile App integration
• Intuitive and consistent access
to on-prem content stores

Integration & Automation
• SFTP, Automation Agent
• REST APIs
• Connectors to content:
• On-prem: SharePoint, File
Shares, OpenText LiveLink,
eDocs, Documentum
• SaaS: SharePoint Online,
OneDrive for Business, Drobox,
Box, Google Drive

Accellion establishes a secure
governance perimeter around
your most sensitive content,
wherever it resides

Accellion kiteworks makes it easy to share sensitive information
externally. No matter where it’s located in the network, you can send
information across enterprise boundaries securely, efficiently and in
compliance with industry standards and government regulations.
By providing a secure governance perimeter around your most sensitive
content, whether it resides on-premise or in the cloud, you have full
visibility, and therefore full control, of where your sensitive content is
stored, who has access to it and what’s being done with it.
Easily accessed from email, through the web, or on your mobile device,
kiteworks integrates with your existing security infrastructure, as well as
your enterprise applications and workflows, to deliver content securely
and efficiently with auditable logs of all file activity.
Accellion’s solution is built upon a foundation of security, governance,
usability, integration and automation.

Security

Accellion kiteworks is delivered as a hardened virtual appliance that
can be deployed in your own datacenter, on your private AWS or Azure
Infrastructure as a Service, or in a hybrid cloud model. Regardless of
deployment model, you have sole ownership of the encryption keys, and
therefore sole control of all of your content.
With kiteworks, you can leverage your existing security infrastructure
investments with integrations into technologies like Single Sign-On and
2- or Multi-Factor Authentication; to DLP (Data Loss Prevention) and ATP
(Advanced Threat Protection); and to the SIEM (Security Information and
Event Management) and log analysis tools you use to monitor activity.

Governance

kiteworks addresses your critical governance requirements,
both through certified compliance with FIPS 140-2,
FedRAMP, and other standards; but also by providing the
detailed audit logs needed to demonstrate compliance with
industry regulations including HIPAA, FISMA and SarbanesOxley. And role-based policy controls provide granular
access privileges, segregation of duties and the ability to
meet the data sovereignty requirements of GDPR. Finally,
comprehensive auditing and reporting provide complete
visibility into where files are stored, who is accessing them,
and what’s being done with them: viewed, downloaded,
edited, or shared, etc.

Ease of Use

Simple access to enterprise content from
the web, mobile and email

With secure plug-ins for Microsoft Outlook, as well as
Microsoft Office 365 online or desktop products, users can
easily send sensitive content via email with a single click,
or collaborate using familiar applications and save updated
versions directly to all connected repositories. Intuitive
interfaces allow access from a web browser, or via mobile
apps for iOS or Android devices.

Automation & Integration

With connectors to popular ECM solutions located onpremise and in the public cloud, kiteworks lets you keep
your content where it belongs, but also find it easily from a
single, universal interface. And no matter where it is stored,
you have full visibility and control of your content, providing
governance over all sharing activity.
Microsoft Outlook Plug-in

Secure access to your content, no
matter where it's stored

The Accellion Automation Agent, as well as support for
SFTP, provides out-of-the-box options for automated
business processes utilizing file transfer. An extensive RESTbased API allows integration into core business applications
such as ERP, CRM, or EHR systems. As a result, our
customers and integration partners have developed
workflows for secure file sharing within SAP, Oracle,
Salesforce, and many other popular products, as well as for
custom software developed in-house.

Accellion, Inc. enables enterprise organizations to securely connect all their content to the people and systems that are part of
their critical business processes, regardless of the applications that create that content or where it is stored, while maintaining
the controls and visibility needed to demonstrate compliance. Accellion’s solutions have been used by more than 25 million end
users and have been installed at more than 3,000 of the world’s leading corporations and government agencies including NYC
Health + Hospitals; KPMG; Kaiser Permanente; Latham & Watkins; National Park Service; Umpqua Bank; Cargill; and the National
Institute for Standards and Technology (NIST). For more information please visit www.accellion.com or call (650) 485-4300. Follow
Accellion on LinkedIn, Twitter, and Accellion’s Blog.
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