Accellion kiteworks Mobile App

Critical Productivity, Content Security & Compliance for iOS & Android
Accellion offers senior executives and other business professionals the most secure and productive way
to access and share sensitive information on mobile devices. Whether it’s board of director and executive
presentations, contracts, or cash flow and finance projections, the Accellion kiteworks mobile app enables
executives to access and share this sensitive information quickly and efficiently while meeting rigorous security
standards to maintain compliance with industry regulations, even when on the road.

Instant Access to the Content That’s Most
Relevant to You
The Home view on the Accellion kiteworks mobile app provides
executives with their favorite folders and most important files.
They can designate frequently needed files for offline access and
find other files on Accellion’s secure file sharing platform quickly
using the intuitive Search function.
The Files view provides access to other folders and files stored on
the Accellion secure file sharing platform, without a VPN. These
folders can be in an enterprise content management (ECM) system
such as SharePoint, CIFS file shares on the corporate network,
cloud storage such as OneDrive for Business, or Accellion’s own
kiteworks repository.
The Viewer allows executives to open and view Word, PowerPoint,
Excel and PDF files. From there, depending on the administrator’s
security settings, it’s easy to open the document in another app
for editing.

Secured by Accellion
The security and compliance capabilities in the Accellion secure
file sharing platform that enterprises rely so heavily upon are the
foundation of the Accellion kiteworks mobile app. These include:
•
•
•
•
•
•

Automatic DLP scans on every file download
Automatic AV and ATP scans on every file upload
Encryption of content in transit and at rest; encryption
key ownership
Granular policy controls and logging of all file activity for
compliance with HIPAA, GDPR, SOX, and other regulations
Certified FIPS 140-2 compliant, FedRAMP-Authorized, and NIST
800-171 compliant
Authentication and authorization enforced on the Accellion server

The Accellion kiteworks mobile app also provides an added layer of
security to the device itself:
•

•

•

Content stored for offline use is encrypted in the app’s secure
container, and does not intermingle with personal content on
the device.
Administrators can remote-wipe all enterprise content when the
device is stolen or when the user leaves the organization but takes
his/her device.
Fast authentication using Touch ID is enabled.

“Accellion’s new mobile app allows
me to access all of the information
I need as I travel around the world
visiting customers and partners.
All the documents I need are
available in my favorite folders and
it puts my mind at ease knowing all
of the files I receive from my team
are scanned for policy violations,
viruses, and zero-day attacks to
help keep us secure. And when
I receive documents sent by
customers through Dropbox, I can
open them with the confidence that
I’m not jeopardizing our network.”
- Mike Polatsek, Chairman
and CEO, CybeReady

Edit Seamlessly in Microsoft Office 365
Leverage Microsoft’s dominant Word, PowerPoint and Excel apps for mobile
editing. An executive can choose to edit in one of these programs, and
changes are automatically saved to the same folder.

Share Securely in Just a Few Clicks
Even when collaborating on the road, an executive can share content easily
with colleagues, partners and customers. He or she can invite members
to collaborate on files in a shared folder and manage their permissions, or
send a secure attachment via email. Documents can be shared from any
connected repository, as well as from the device itself, and the contacts
conveniently auto-fill from both LDAP/AD and the device.

Secure Sensitive Photos in Seconds
Using the Express Secure Camera, it takes only a few clicks to securely
grab photos of documents, inspection details, and clinical cases. The photo
is automatically uploaded and saved to the Accellion secure file sharing
platform, bypassing the device’s camera roll. Even when offline, photos are
segregated in the app’s secure container.

Key Features
Phones and Tablets Supported

Viewing and Editing

•
•

•
•

iOS 9 and above
Android 4.4 and above

Productivity
•
•
•
•
•
•
•

Access to all kiteworks-connected repositories
No VPN needed
Browse, favorites, full text search
Send files via secure email
Manage access to shared folders
File offline access – user-pull and manager-push
Express Secure Photo

•

Built-in viewer for Microsoft Office, PDFs, images and videos
Seamless iOS editing in Microsoft Office (Microsoft WOPI
protocol)
Open-In to edit in any white-listed app

Security
•
•
•
•
•

Built on kiteworks system-wide compliance and security
Secure container with AES 256 encryption and remote wipe
Encrypted HTTPS/TLS connection to kiteworks server
RADIUS 2FA/MFA, native OTP-based 2FA, OAUTH
Admin white-listing of helper applications

Availability and Licensing
The Accellion kiteworks mobile app is available for free in the Apple App Store and Google Play Store. The user must have
login access to a live Accellion kiteworks system, which can be in production, test or trial.

Download the mobile app from the App Store/Google Play Store
and try it out against your kiteworks system or trial
Accellion, Inc. enables enterprise organizations to securely connect all their content to the people and systems that are part of
their critical business processes, regardless of the applications that create that content or where it is stored, while maintaining
the controls and visibility needed to demonstrate compliance. Accellion’s solutions have been used by more than 25 million end
users and have been installed at more than 3,000 of the world’s leading corporations and government agencies including NYC
Health + Hospitals; KPMG; Kaiser Permanente; Latham & Watkins; National Park Service; Umpqua Bank; Cargill; and the National
Institute for Standards and Technology (NIST). For more information please visit www.accellion.com or call (650) 485-4300. Follow
Accellion on LinkedIn, Twitter, and Accellion’s Blog.
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