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Agenda

1. Protect confidential communications on the road

2. Share securely right where users work
Office 365, Salesforce & iIManage

3. Simplify compliance audits

4. See and track every file entering & leaving your firm




Reimagined Mobile App
Simple as consumer apps

A

S.¢ FAVORITES

1
I

(l) OFFLINE FILES

!l AT&T Wi-Fi &

View all >
= Budget 2018
RapidTech Inc
View all >
Medical Device Ad...strators Guide.pdf

g Secret Launch Presentation.pptx

View all >

e Secret Launch Plan.xIsx

Q

Secret Launch Presentation.pptx




Safeguard Executive Productivity and Security on the/Read—\
Simple, secure mobile emall :

Inbox contains only Accellion-sent emails
No spam

Inbox Sent Drafts Trash

guy.fawkes665@gmail.com
goret files

Encrypted attachments

| % Accellion
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Safeguard Executive Productivity and Security on the/Readﬁ
Simple, secure shared folders .

l . 1:26 PM v 74% ==

Budget 2018 —+

Securely collaborate on confidential content

« Staff
Board members, bankers, attorneys
Partners

= Past Budgets

g Biweekly Budget Presentation.pptx

tuals March 2018.xlsx
Securely access shared files |
On-premise file shares

On-premise content management Marketing

Cloud storage Legal
SFTP

o !l AT&T Wi-Fi =

Sales

Google Drive
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Safeguard Executive Productivity and Security on th

View, edit, annotate and capture

Site #3821 >

MS Office files

View in app, even offline

Seamlessly edit in MS Office Apps . past Budgets

PDFs
View manuals offline
Annotate drafts

Securely capture photos
Inspections

Paperwork
Government agencies

e T N ey

ol AT&T Wi-Fi & 1:29 PM v 74% =

Close License Agree...t-Tundra Inc.pdf Save

SOFTWARE LICENSE AGREEMENT

Budget 2018 —+

g Biweekly Budget Presentation.pptx

get Actuals March 2018.xIsx

1:26 PM v 74% ==




Agenda

1. Protect confidential communications on the road

2. Share securely right where users work
Office 365, Salesforce & iIManage

3. Simplify compliance audits

4. See and track every file entering & leaving your firm
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Accellion for Office 365
Send securely from within Outlook

= Tax Document - Message (... 7?7 @® — 0O X
MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

ﬁD A || BB I > q @( & Security Options

) Secure Message Body
Paste Basic Names Include Tags Zoom| Attach
- ¥ | Text~| - - - . Digital Fingerprint

Clipboard = Zoom kiteworks

From - Jjohn.demo@accellion.com

N | Accellion
To.. jane.k.client@gmail.com; SeCUI’8|y Stages
- the attachment

Subject Tax Docurment

y

Attached { Jane K. Client 2017 1040.pdf-20181113134228.apm (240 E)

lane,

Here is the tax document you need, sent securely via Accellion.
Best regards,
Bob|

Files have no size limit

Tax Document Inbox x

Bob Ertl 2:10 PM (2 minutes ago) Yy 4
tome ~

Jane,

Here is the tax decument you need, sent securely via Accellion.
Best regards,

Bob

kiteworks

You received 1 file from bob.erti@accellion.com via Kiteworks

Jane K. Client 2017 1040.pdf

188,03 K8 Recipient downloads
File links expire: Dec 13, 2018 from secure web link

]

New to kiteworks? You will need to create an account in order to access the files.

Secured by Accellion

Accellion




Accellion for Office 365
Send securely from within

Outlook Online

Accellion supports both
Office Desktop and

Office 365 Online

i Send 1 Attach Discard

To e ed.zample00@gma

MDA

Ed,

Here is the signed NDA.
Best regards,

Jane

f Accellion

File access expires

2018-05-03

Only listed recipients can access files

@D on

Require recipien

ts to authenticate to access files

Secure message body

Off

Require recipien

is to authenticate to read your emai

MNotify me when files are downloaded

@D on

Secured by Accellion”

Accellion



Accellion for Office 365

Compliant External Sharing for OneDrive

aa

Business User
Web, desktop, mobile

oy wg xi r3

& OneDrive

Other Enterprise Data Sources

——
‘ H> -
. . SHEIES

Google Drive SharePoint

&
D’..b, box  opentext
ro

* Protect OneDrive external sharing
« Keep control of authentication
« Ensure a complete and accurate audit trail

g 000
/

Partners, Customers

Use business email
addresses

X/\

Secure Shared Folders

Accellion



Accellion for Office 365
Send securely from within Office Desktop and Online

@ H - [& Para Keep With Next ) Testing Office Online.docx - Word 7?7 M - O X
FILE HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Bob Ertl -

L} £ i— i | E= 3=
Century Gothi-|28 -| A A Aa- A = =7 ¢ ASBbCoDy ASBbCEN  ASBROLT #H if|_:(| ' Hn

Paste . B I U -abestas? A=W -A-lo coiini Ll 1 List tiaht 1 Normal Shar__el WebEx
ile -~

@ H - B Q Q - 2018-01-22 SKO vision v02.pptx - PowerPoint \’ H — O X "
FILE HOME INSERT DESIGN TRANSITIONS ANIMATIONS SLIDE SHOW REVIEW VIEW ADD-INS \nnb Ertl ~ ;

SRR - (&) B 5 o =1

Uy — _
Paste | New I T ST T ST | RO VU W R . Shapes Arrange Quick .

- a—

] z Excel Samplexlsx - Excel 4 \ﬁ\_ 0 X LISEIIF '

FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW  VIEW BO\":.r_‘tl -

e ] 4 7 & A
X S s w — | -| HEConditional Formatting - | &= Insert ~ ¥y~ | _G |
0 Calibri 11 ~|A A abe - Genera B ? = E /l\ d
E $ ~ 9, » [EPFormat as Table ~ gxDelete -~ 3]0 #h~-| — f 4 5
| Share Send ‘WebEx

Paste bl i s &'A'u strth [— . | &0 o0 | [Earall Chiar = | (@1 Carmants o o 3

-

s Here are my forms - Message (HTML) 7T E % 0O X s

Medium.G... -l ESIINd, share Send

A

\Editilg | Share Send _ Share [NebEx

MESSAGE INSERT OPTIONS FORMAT TEXT REVIEW

;5! &% [ AttachFile E [* Follow Up - .4‘ @( ) L

A V@ @ Attach Item - | High Importance
Paste ) Address Check B i Assign bom | Appk for View
Book MNames <= Signature Policy - ¥ Low Importance Office Attach

Clipboard = Basic Text Names Include Tags | Zoom Add-iNg kiteworks

lesforce

Jane.doe@mortgagebank.com

CL..,

Subject Here are my forms

Attached (Ed Zample 1040 2016.pdf-20180110205114.apm (245 B |

Jane, here are the tax returns you requested.
--Ed

Accellion




Accellion for Salesforce
Protect Sensitive Data in Customer Support Processes

salesforce

are L ATen

Phil Fixer om Jane Client

Jane Client

Stay secure and compliant
Protect private information

ACCG[UOH ' Request Files Add from Accellion Add from computer

12 Case 00129338

Full audit trail and reports
Government Cloud support

Action Title Last Modified

Send | Download | Delete Sys00129338 log 03/12/2018 2:27 PM by Jane Client

Date User Action

03M12/2018 2:27 PM Jane Client I i::-ll:lEIjE!Ij _:". s00129338. 1o q

Accellion



Accellion for Salesforce
Protect Sensitive Data in Customer Support Processes

salesforce

. f ) .
Accellion Request Files Add from Accellion Add from computer

12 Case 00129338

Action Title Last Modified

Send | Download | Delete Sys00129338 log 03/12/2018 2:27 PM by Jane Client

Agents manage customer files
Accellion plugin
Never leave Salesforce
Self-service uploads/downloads

User Action

Jane Client Uploaded Sys00129338.log

Accellion



Accellion for Salesforce e
Protect Sensitive Data in Customer Support Processes

Attach customer files to each case
You control the storage
Unlimited file sizes
Automatic folder per case
Permissions match Salesforce

. f ) .
Accellion Request Files Add from Accellion Add from computer

12 Case 00129338

Action Title Last Modified

Send | Download | Delete Sys00129338 log 03/12/2018 2:27 PM by Jane Client

User

Jane Client

Accellion



Accellion for iIManage (Legal and Professional Services)
Secure and Govern External File Sharing

Share Document Management
System (DMS) files

Without making copies @
Bring back changed files
Set file classification fields

iManage

Supports iIManage 9 and Work 10

Earlier this week

[] E=» Evidenc
S8 Thanks,

Last week
Jer

= ® Deposit At

E@  NewEY pafyery

STl
=3 * Testime

¥ Accellio

cellion

=



Accellion for iIManage (Legal and Professional Services)
Secure and Govern External File Sharing

% @ = =

Activities Users List Versions

1D 01/26/2019 - 02/25/2019

11 Activities
Today

Feb 25, 2019 JEREMY

Emailed version 1
using Accellion for iManage

VleW, traCk and aUdlt To: bob.ertl@accellion.com
all file activity )

Feb 20, 2019 JEREMY
Emailed version 1
using Accellion € iManage
To: jcfong@hbgimail.com

Feb 25, 2019 JE JEREMY : JERENS

Ern-.iled version 1
.sing Accellion for iManage

Ema i IEd Ve rS i 0 n 1 To: jcfong@hotmail.com

E JEREMY

using Accellion for iManage

using Accellion for iManage

TO : bo b ) ertl @a CCE| | io n ) co m To: demouser1accellion@gmail.com

Feb 20, 2019 E JEREMY
Emailed version 1
using Accellion for iManage
To: demouseriaccellion@gmail.com

Feb 19, 2019 E JEREMY
2 ‘-,' '-:}‘, :-‘ )
- '
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Agenda

1. Protect confidential communications on the road

2. Share securely right where users work
Office 365, Salesforce & iIManage

3. Simplify compliance audits

4. See and track every file entering & leaving your firm
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HIPAA Compliance Report

Know you have the pohcy Settings rlght HIPAA Compliance Report
Prove It to the audltors Administrative Safeguards

Workforce Security - Termination Procedure

User Profiles activ x| 7 Automatic Re-activation Delete |

Standard

Accel

. A =gTlay
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HIPAA Compliance Report

Technical Safeguards

Access Control

Information Access Management

Fand admin activitiez are

The chameleon inte ith corporate Dats Lass Prevention (DLF) sysfems fo prevent or report access o information. Acceliion
recommends connecting to & DLP syafem using ICAF and &f jeast setting The chameleon fo report an fiies that are flagged by

HIPAA Compliance Report

Administrative Safeguards

Visually evaluate policy control settings [t

sz well a2 infegratio th corporafe LDAF zys nforce user oftboanding procedures. Acceilion recommends that

ion. Ack /=0 recommends enabling inactiv thout period be at least 3

Inactive Account Settings

User Profiles Inactive Account Expiration Automatic Re-activation Delete Inactive Accourt
Standard () Never Dizabled
Restricted ¥ 37 days

Recipient + Never E

Clone Restricted o 37 days

Standar2 (D) Never Expires

v
¥
v
Quota limited profile (i Never Expiras 4D
v
v
[Bout be 30 minufes or fow
'

BE disable collaboration « 37 days

Inactive Account Settings

DL/ sdmin can exporf user

User Profiles Inactive Account Expiration Automatic Re-activation Delete Inactive Account

Restricted 37 days o Disabes W
Recipient Mever Exp ¥ Disable W

Gwota limited profile (i) Mever Exp « Disables o

Dis=ableCollzboration o 30 days
RestrTest 30 days
Restricted with EC & top

LowCluota

Koud4zkg
)

W
W
o
o
W
v
o
W
W
o
W
i

Standard ‘71 Mever Exp ¢ Disabls 4 Di ; Qb= o
o
o
W
v
o
o
W
W
o
o
W
o

Custom Large Storsge Quts R ,. [ "‘."'::' j . ]
- %0 Accellion
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HIPAA Compliance Report

Technical Safeguards

Access Control

Information Access Management

Fand admin activitiez are

rates with corporate Dats Loss Prevention (DLF] femiz o prevent or report acce: information. Acceliion
ing te & DLP syefem using ICAP and af least ze; The chameleon fo report on fik ged by DLP

Check configuration and Connections

DOLP Server + 102.183.135.242:1344 (Protocol: ICAF)
DLF Status < OK

Policy for Existing Files in The chameleon v Scan before access

Scan files in Enterprise Content Scurces " Scan on uphoads an

Policy for Files that are Marked Content Violated by DLP + Lock file

recommends fhat
Palicy for Files that Could Mot be Scanned v Repart only d be at lesst 3

Natify on Violation v Disabled

Maximum File Size v 100

Incidence Response

DLP Integration

v 182.183.135.242:1344 (Protocol: ICAF)
[Bout be 30 minufes or lower.
v OK
Policy for Existing Files in The chamelean v Scan before access

DL/ sdmin can exporf user

Sean files in Enterprise Content Sources v Scan on uploads and downloads
Faolicy for Files that are Marked Content Violated by DLP v Lock file
Policy for Files that Could Mot be Scanned v Repont only

Motify on Violation v Disabled

Maximum File s 100

f‘AC_,c_:é_ llﬁionl

& " ra



HIPAA Compliance Report

Monitor relevant operations

The chameleon Deployment

The chamelson Server
ging-hi
ping-h2

ping-h3

ping-h4

Location

blug

Raoles
Web, App, Storage, SFTP, Anti-vinus/TLP

EC On Premise

Web, Storage, EC Clowd, SFTP, Anti~wirus/DLP

Web, Storage, SFTP, AntvirusTILP

Storage, Search

Technical Safeguards

Access Control

Information Access Management

DLP Integration

DLF Server

DLP Status

Policy for Existing Files in The chameleon

Scan files in Enterprise Content Sources

Policy for Files that are Marked Content Violated by DLP

Policy for Files that Could Mot be Scanned

Status
v OK
v OK
v OK
v OK

v OK

HIFAA requirez that you adopf 5 confingency plan for dizazfer recovery.
The chameleon Deployment

The chameleon Server Location Roles

Fand admin activitiez are

Agcellion
P

+ 102.183.135.242:1344 (Pr

v OK

v Scan before access

" Scan on uploads and downloads
/" Lock file

Hccel recommends fhat
v~ Report only tkout period be at least 3

\

[Bout be 30 minufes or lower.

| DL/ sdmin can exporf user
B5wali@accedion com

blug Web, App, Storage, SFTP, Anti-virus/DLP

EC On Premise

YWeb, Storage. EC Cloud, SFTP, Anti-virus/DLP

Web, Storage, SFTF, Anti-virus/DLP

ge. Search

R

ACCQ l|.| 0 nl



GDPR Compliance Report Syt Securiy

Anti-Viru: nfiguration

Antivirus Status.

Data Security

Access Control

L TR SR T e

Know you have the policy settings right [y
Prove it to the auditors

Data Subject Consent Setfings

General User Settings

Term of Service ‘Occurrence Users Have Mot

m Te - # Fi

v General Te

v General Tel

i {
.o &
i’ £
' ]
)

. TR

ACCQ ll..‘i 0 nl
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GDPR Compliance Report Syt Securiy

Anti-Viruz Configuration

Antiirus Status. wlfy OK

Data Security

Scan before access
Access Control

Thn bl simn ADE DEE bk s i i ol e b Al srs szzigned 2 Uigus

Visually evaluate policy control settings [t

_ antine file
feryption key was last rotated on

B 25 Aug 2015 T GMT-7
] = = ? m s fuo M5 1047 Gh Anti-Virus Update
P16 Mar 2013 19:16 GMT-T
id we get the settings right~ —— -
1§25 Aug 2015 10:44 GMT-7 712:32 GMT-7
2:32 GMT-
The European Uinicn's General Dats P fion Regulation shipulate Data P tion by Dezign and requires that Dafa k.. - . -
Z Mar 2013 12:45 GMT-T 7 15:00 GMT-7

Data Subject Consent Setfings

W= a zalfed 256-bif hazh of the user password,
General User Settings g, that sccow foouf iz zet fo five incomect
Te =niice + Enabled per user
Qocumence « First sign in only
case, O lowercase, 0 special

General Term of Service Content o Text

User Profiles Term of Service Occurrence Users Have Mot Accepted ToS checking

" Custom Term of Service  First sign in only () 98 out of 182 3 atternpts

- 4 Wal@accellion.com
{3} Disabled B0 minutes =

Recipient (i) Disabled

@
CQluota limited profile it example com  Every sign in
(i) Disabled fonz. 4 on recommends that idle session
Stan " hitp:ihenesr examgple com ¥ Every sign in
BE disable collaboration (7) Disabled
fiti-virus/OLP

F
User Profiles Term of Service Ckecurrence Users Have Mot Accepted To 5 o sseece e e e
ty to sccess end user filez. The
e export of user filez via the el cery APz
Iin only

Standard v Custom Term of Service v First sign in only

(i) 98 out of 182 R ..

ign in
E tr :tE: E EHI:IIEd in only
IWin only

Recipient (i) Disabled

ftem. The chamelecn aizc aliows ach

v hitp: v example Ewvery sign i Sysiog Server

« Mone

(1) Disabled » Maone

Disabled

gk
Llion
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System Security

Anti-Viruz Configuration

GDPR Compliance Report

" Enabled

Check configuration & connections .

File Integrity Status

in The chamesls

1=

-t

@ f Acceluon
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GDPR Compliance Report Syt Securiy

Anti-Virus Configuration

Monitor relevant operations S

With Anti-Virus Role

The chameleon Deployment

The chamelson Server Location Roles Status

ging-hi blue

ud, SFTP, Anti-wirus/DLP

Location

blue

P, Anti-vinus/TILFP

X ST |
- Accellion

. W



Support Compliance Audits with GDPR and HIPAA Traffic Reports

* Prove data checks were applied
« Prove scans were applied

. Malware (AV and ATP) ::\Eslcc;atii:om All Domains and All Locations for files upleaded from All Domains and - Refresh

* Privacy (DLP)

* By region and individual From To
« Configurable reports e o

Transactions

Locations Domains

All Locations All Domains

Uploaded
Downloaded

Column V

Date/Time GMT Downloader Activity Uploader
4 Jan 2019 guy.fawkes@hacker.or Downloaded file nuclear reactor design version 22.cad ian.sider@acme.com
Hamhung, South Ham orth Korea Alexandnia, Virgi

guy.fawkes@hacker.org Downloaded file power plant blueprints ¢ ian.sider@acme.com
Hamhung, South Hamgyong, North Korea Alexandria, Virginia, Unitec

guy.fawkes@hacker.org Downloaded file defense budget.xlsx connie.spiriter@acme.com

g, South Hamgyong, North Korea London, United Kingdom

guy.fawkes@hacker.org Downloaded file power plant firewall architecture vsd ian.sider@acme.com
Hamhung, South Hamgyong, North Korea Alexandnia, Virginia, United

guy.fawkes@hacker.org Downloaded file acme disaster recovery procedure.docx connie.spiriter@acme.com
Hamhung, South Ham orth Korea London, United Kingdom

Downloaded file power down_py ian.sider@acme.com

> = "" 1 'L .
. = L 1 "h: L] l
*-" Accellion
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Agenda

1. Protect confidential communications on the road

2. Share securely right where users work
Office 365, Salesforce & iIManage

3. Simplify compliance audits

4. See and track every file entering & leaving your firm
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Where is your sensitive enterprise information around the world?

. . . . Alert! 33
See enterpnse_v\”de information exchange u File modification is detected.  More info ‘ New Users More info
« Real-time and historical view W 22THES e RTADoNh s MBS
* All inbound and outbound file movement

,—’-’_,_.__\\

- e
All activity: =

« Allfiles from all connected systems
*  On-prem and cloud

 Who's sending what to whom, when and where
« Failures: DLP, ATP, AV, IDS and logins

14 Jun 2018 05:40:44

14 Jun 2018 05:34:32

File Name: s
Client Name: ki

213.144.12
213144 123.456

1.77 MB
4512 KB

42.32 GB

: Client Device: “»
=4 User Agent:
e Size: 454 "
";‘-"" Full Path: 22,
i — -
: ‘. i ACce.lllon



Spot Anomalies Login attempts, uploads and downloads by location
Filter on client type, domain, region, quarantine

2. 8K Files === 191 Downloads === 156 Uploads & 227 Valid logins & 3.5K Failed logins

Downloader / uploader

AV/DLP/ATP scanner / viewer anomalies by
patterns & bottlenecks user and time

File Scanning NN . Qub N Top Downloaders

. esnowden@fictionant.com

AV DLP ATP Total 33.9K files
- - » - 183 failed logins
—~ Roubaix, Hauts-de-France, France

Pl Seanning File access traffic and anomalies Uploads & Downloads

AV DLPATP by domain by content source

File Access per User Domain File Sources

. aschulte@fictionant.com
. okalugin@isv.ir

. xsmith@fictionant.com
. jdoe@fictionant.com

. djones@fictionant.com
. djones237@gmail.com

. asmith108779@gmail.com

© ® N o O A~ W N B

. ed.zampleOO@gmail.com

10. jnguyen@fictionant.com

Download Upload View

o S e,
ST o S

: ~~ ” 5 e -y
o "s..:-ﬂ;aj ; :'P_:i' .IA_C_CQlII-_Ion



Follow Up with Your Customer Success Manager
or
berti@accellion.com




Q&A

bertl@accellion.com

Other recent features you may have missed

Functional & Security

SFTP Connector
Secure Web & Email Forms

Secure Mail Gateway
2FA SMS Validation

Customization

Configurable User Guides
Improved branding

DLP & ATP Improvements Usability

» Check Point SandBlast integration « Email compose formatting

« Location controls « User onboarding enhancements
» Bypass for safe file types/IPs * Replaced Java with HTML 5

« Multiple integration ports

« Secure ICAP

Availability & Performance US Federal Government

* Mail role failover « FedRAMP Authorized

Performance tuning - Section 508 Compliance




bertl@accellion.com

Thank You!

CQI.[IOh




